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How to manage Friend Lists? Take control of your Apps and Games! Contacts and Help

Useful Facebook Tools

\ ’ ‘— l v Facebook Help Centre: www.facebook.com/help Version: July 2019 O Do you KNow your friends?
I \ . Facebook Anti-Bullying Hub: www.facebook.com/safety/bullying
‘ - - O Who can see your content on Facebook?
_— Facebook Privacy Basics: www.facebook.com/about/basics
O | know ful F k Tool

Safety Check Think about creating ‘friend lists’ in order to share different information with your Control your Applications UK Safer Internet Centre: www.saferinternet.org.uk ow about useful Faceboo Q0IS

chosen audiences. To remove an app or game, turn it off or adjust the privacy settings: Email: enquiries@saferinternet.org.uk Phone: 0344 800 2382 O | can use Facebook's Reporting Tools
If enough people in an area affected by a crisis (E.g. Earthquake) post about 1. Click the Drop Down (top right [ ) and select Settings. . . .
an incident, Facebook's Safety Check is activated. This allows you to let your How to Create Friend Lists 2. Click Apps & Websites injthe left column: Professionals Online Safety Helpline: 03443814772 O How do | deactivate my account?
irtEmels Lo it Yo e Seiie. 1. On the home page, scroll down to the Explore section and select Friend Lists. Then either: Report Harmful Content: www.reportharmfulcontent.com

2. Then select Create List. - Select the app, game or website you'd like to remove and click remove . ) O How can | change the ads | see?

3. Write in the list's name. Childnet: www.childnet.com
Safety at Facebook ; o . or . e

4. Enter names of friends you want to add to the list in the Members Section. > EVEr GVET I R, GEE OF wrelbsiie ame) e el e & ceB o st fis IWF: www.iwf.org.uk O How to manage Friends lists?
You can find all of Facebook's policies, tools and resources in one place: 5. Click Create. settings . ) l
facebook.com/safety Once you've removed an app, game or website, it should no longer post to your Report abuse or grooming to CEOP: http://ceop.police.uk O Take control of your Apps and Games!

Here you can find information about the Safety Centre, Parents Portal,
Bullying Prevention Hub, Online Wellbeing and the Help Centre.

The new list will now be an option when you add friends to lists.

Organise Friend Lists

timeline. You can also control the game & app notifications. Here you can choose
which apps, games or websites are links to your Facebook account and adjust
settings for these.

Childline: 0800 1111 www.childline.org.uk

Anti-Bullying Alliance: www.anti-bullyingalliance.org.uk

Facebook are always updating their community standards. To see what is and i @iteese & (il Lk : S q
isn't allowed you can read these here: facebook.com/communitystandards 2. Click Manage List button (Top right). Blocking App invites from friends ) ) ) ) ) )
’ . 3. Edit List allows you to remove or add friends to the list. 1. Click the Drop Down (top right &) and select Settings. Pick up a copy of this checklist along with other Online Safety materials
Facebook work with external experts and have a safety advisory board (which 4. Click on a friend to remove. 2. Click Blocking in the left menu. ) on the SWGfL Store: www.swgfistore.com
includes partners of the UK Safer Internet Centre) to gather feedback from their 5. To add a friend click on this list and select Friends. Click on people you want 3. Inthe Block app invites section, enter the name or email address of the person
community to develop everything needed to keep you safe. to add to the list you want to stop receiving app invites from. E°'ﬁ"a"”d by the E;"°Pea" Union  Safer at lgfemef ()SWGﬂ_
. onnecting Europe Facility Das Internet sicher nutzen! Education that Clicks

This resource was originally created by the Safer
Internet Centre Austria (www.saferinternet.at) and
adapted for the UK with their kind permission.

The sole responsibility of this publication lies with the
author. The European Union is not responsible for any
use that may be made of the information contained

6. Click Finish to add them.

Friends will not be notified when you block app invites from them.



You're in charge!

Who can see my stuff?

How can | change the Ads | see?

Facebook's Reporting Tools

How do | deactivate my account?

=

Be in control

Check your privacy settings: Click on the ellipsis (...) at the bottom of your cover
photo and select Timeline Settings then Privacy.

« Facebook's privacy settings help you control who can see your stuff on Facebook
and how you connect with other people. To find out more, check out Privacy
Basics here www.facebook.com/about/basics

« Consider the amount of information you want to share with different people. Do
you want to share the same things with your work colleagues as your friends?

Facebook Live is another way to share what's happening with your friends. It
is a video that is streamed live to Facebook at the point of recording, so it is extra
important to make sure you are sharing it with your intended audience. Here you
can choose to share with all your friends, publicly or with a group you have created.

Consider only letting your “Friends"
see everything. Remember though when
tagging is involved, you need to be mindful
that often ‘friends of friends’ can also see

who and what you tag. For up-to-date tagging

info, visit: http://on.fb.me/PQzwdD.

Check out what your timeline looks like to
the public by using the View As tool in your
Timeline & Tagging Settings.

Keep an eye on your timeline

1.

2.

Click the ellipsis (...) on your cover photo

Click on Timeline Settings then Timeline
& Tagging Settings.

. Turn on Review posts friends tag you in

s0 you can choose what's visible on
your timeline.

Ensure you can't be found in a
public web search!

1. Click the Drop Down (top right [Ed)
2. Settings, then Privacy Settings

3. Who can look me up?
4.

Do you want other search engines to
link to your Timeline?

5. Click edit & remove tick from the box.

Who can see your posts'?

Facebook has in-line privacy controls so
you can set your audience to: Private,
Friends, Friends of Friends, Public,
before you post a status update.

The Activity Log is only visible to you.
This tool makes it easier for you to
review your posts and make changes to
the audience of past content.

Facebook's Privacy Basics tool lets you take control of the ads you see by liking
Pages, adding interests to your Timeline and clicking on ads you find useful or
interesting. Whilst this won't change how many ads you see, it will help Facebook know
more about what you like and the ads you see should be more relevant.

Changing your preferences

To understand why you're seeing a particular ad:

1. Click the ellipsis (...) in the right hand corner of the ad

2. Select ‘Why am | seeing this?’

To hide ads that you don't want to see:
1. Click the ellipsis (...) in the right hand corner of the ad
2. Select 'Hide Ad’

3. Fillin the form that follows to help Facebook understand which ads you do and
don't want to see

4. Even after making changes, you might still see ads that seem related to things you
removed. E.g. You may see an ad if it's broadly targeted in a town or city.

You can find out more about Facebook Adverts and Manage your Advert Preferences
& Settings here: http://on.fb.me/1kjXBwn

Report abuse to Facebook

If you feel that you are being bullied on Facebook, you can report it on the site using
the ellipsis (...) in the corner of any post. Use the Social Reporting feature to get
help from a parent, teacher or trusted friend without reporting the bully directly.

The Social Reporting tool can be really useful if a friend posts something like an
embarrassing photo which may not break Facebook's rules. To learn more about
Social Reporting go to facebook.com/help and type Social Reporting in the ‘ask a
question box'.

Remember to take evidence and block abusive users by clicking the ellipsis (...) on
the front of their Timeline and selecting block. Blocking someone means they will
no longer be able to contact you on Facebook.

You can track progress of your reports using the Support Inbox, which will also
alert you when a decision has been made about your report. You can find this by
clicking the Drop Down (top right &) and selecting Settings, Support Inbox. If
content isn't removed, the reporter will be told why.

Reporting features remain the same across all devices.
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How do | deactivate my Facebook account?

If you deactivate your Facebook account, your timeline will not be erased, but
temporarily suspended. No one will be able to find your account and it will no longer
appear in Friends lists.

A All data and information in the
account will be kept and can be

Click the Drop Down K4

Click Settings.

Click General (left of page).
Click Manage your account.
Click Deactivate your account

reactivated at any time.

URFSINIINIES

If you want to permenently delete your account, you can learn how to do so
here: https://www.facebook.com/help/224562897555674



Do you know how to share with a select Do you know how to Do you know how to Do you know how to delete

group of your followers? block someone? delete comments? your account?

Do you know if your account is private or public?

Do you know how to share with a select group of your followers?

When you block someone, they can’t see your profile or posts. You can delete comments you've made, including photo or video When you delete your account, your profile, photos, videos,

Instagram Direct lets you send a photo or video to a select group of

?
Do you know who your followers ares people. Posts won't appear in Feed, search or your profile. Posts sent To block or unblock someone: captions, as well as comments other people have left on your posts. comments, likes and followers will be permanently removed.
? with Instagram Direct can’t be shared through Instagram to other sites
Do you know how to block someone? _ g g g _ Go to their profile by finding them in your followers list or To delete a comment or caption: To delete your account:
Do You know i to e T e like Facebook or Twitter. You also can'’t tag people or use hashtags in by searching for their name or username. ,
these shared posts. o Log into instagram.com from a computer
Do you know how to delete comments? Tap their username to open their profile and then tap (Android) Tap Comment below the photo

To send photos/videos with Instagram Direct: : . Click your username in the top right and then select Edit Profile
K h del 5 or ««= (Apple/Windows)in the top right hand corner. ) o
Do you know how to delete your account? Swipe to the left over the comment or caption youd like to delete

Take a new photojvideo or upload one from your camera roll. Click I’d like to delete my account in the bottom right
Tap Block User. Tap and then choose if you want to Delete or Delete and

i . : : Report Abuse Keep in mind that we can't reactivate your account, and you can’t
( h e C |< |t O ut Add optional effects, filters and a caption. To unblock someone, follow the steps above and then tap P , 8 , / /
. sign up with the same username again after the account has been
Unblock User.

Tap Direct. You'll see some features appear in green when you're using lﬁl deleted. If you don't want to delete your account but want to change

Instagram Direct. who can see it, you can set your posts to private or block people.

Tap below the photo

Tap the names of people you want to send the post to (up to 15 people). Tap and hold the comment or caption you want to delete

Tap Send. Choose if you want to Delete Comment or Delete Comment
and Report Abuse



Do you know how to
report content?

If you see something that’s not following Instagram’s Community
Guidelines (ex: nudity or self-harm), you can report a photo or video
right from the Instagram app or when you see it on ins
Tap === (iPhone & Win Phone) or H (Android) below the post
Tap Report Inappropriate
Select why you're reporting the post
If you want to report someone that is impersonating you or someone
you know, you can do that right from the Instagram app.
Go to their profile by finding them in your followers list or by
searching for their name or username.
Tap their username to open their profile and then tap == (iOS)
and H (Android).
Tap Report Inappropriate.

Select “| believe this account violates Instagram’s community
guidelines” to report an account.

Do you know who
your followers are?

If you have a public account,
anyone can follow you and see
private

account, you have to approve
every request to follow you and
people will only be able to see
your photos or videos if y

ve them as a follower.

y so often, it’s helpful to
take a look at your followers
and do a spring cleaning of sorts.
If you'd like to remove someone
that is following you, you can
block them, as described on the

Dage.

?Ow

mecourty...® annemen...& alexalose!

/|

Do you know if your account is

private or public?

ram has a simple privacy
you either share your posts

with anyone (a public account) or

have approved to follow you (a
private account). We encour
people to think before they share,
whether they have a private or

public account.

10:30
Options

Story settings

Edit Profile

Change Password

Posts that you've Liked

Two-factor Authentication

Blocked Users

Switch to Business Profile

Private Account

Resources for help

Instagram Help Center
https://help.instagram.com/

UK Safer Internet Centre
www.saferinternet.org.uk
enquiries@saferinternet.org.uk
0344 800 2382

Version: September 2018

9) Instagram

Privacy and Safety Checklist



Adding a PIN to your account Roblox Premium What are Robux Useful resources
and how are they used?

° Click the Gear icon in the upper right o ‘ Roblox:
corner and click Settings -. Robqu has a month\y Subscrlptlon service called Roblox - To learn about safety features, please
o Select Security in the menu on the Premium (prewouslly known as B.uwlderle\ub). It gives you Robux are Roblox's in-game currency and can be used to visit corp.roblox.com/trust-safety or
urity access to features including buying, selling, and trading items, purchase in-game upgrades or avatar accessories. visit corp.roblox.com/parents
left-hand side of the screen as well as increased revenue share on all sales in your games. You can earn or purchase Robux by:
] Robux revenue generated from users own creations that are UK Safer Internet Centre:
o In the Account PIN section, press the not owned by Roblox can be converted into currency. © Receiving a lump sum allowance as a Roblox saferinternet.org.uk
Toggle button Premium member
) Report Harmful Content:

If you have Roblox Premium, you will receive a monthly Robux ° Purchasing Robux from the Robux page

. . reportharmfulcontent.com
deposit and have the icon below next to your account name.

This checKlist is for the desktop version of Roblox. Pri\/acy & Safety Checklist
Pick up a copy of this checklist along with other

o You will be asked to create and confirm the PIN

o When you're done, press Add

All account settings are protected by the account PIN, Be careful making purchases, as they can online safety materials on the SWGfL Store:

which will need to be entered in order to make any quickly add up. sweflstore c{)m .

changes. \ 5 :

Creating a PIN requires a verified email address. Beware of third-party sites that offer things like “free” or cheap UK Safer =\

You will be prompted to add and verify your email Robux. These scams attempt to hack your account Interne’r ( ) SWGfI_ k
if the account does not have one. and obtain personal information or Robux. Centre Safe, Secure, Online \—2—/

Co-financed by the European Union
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What is Roblox?

Roblox is an online multiplayer game creation platform. You can
play online or create your own games and virtual worlds using
Roblox Studio.

There are a wide variety of games hosted on the site, from racing and
role-playing games to simulations and obstacle courses.

Roblox has a community made up of players and developers of many
ages. There are a number of reporting and parental controls.

Chat & privacy

All chat on Roblox is filtered to prevent inappropriate
content, behaviour, and personally identifiable

Chat & interaction settings

o Click the Gear icon in the upper right corner and
click Settings

o On the right hand side of the Settings page click

o In the lower right-hand corner of the Description box,
click the red Report Abuse button

The Report Abuse button is in the same place on both the

desktop and mobile versions.
=

the Privacy option /

o Here you can adjust the Contact Settings and
Other Settings

° Players aged 12 and under can select either
Friends or No-one, while players aged 13+ have
additional interaction options

o Enabling account restrictions will limit the

account to only curated games and =
disables the messaging and chat functions
Report

information from being visible on the site. This =
covers both private and public communications. O%

Players aged 13+ have the ability to use more
words and phrases than younger players.

Reporting a game

To report an entire game:
o Go to the About page for the game you wish to report

Reporting abuse in-game

Using the Report Abuse feature in a game
will send information directly to Roblox. To
report abuse from another user:

o Click on the Menu button in the top-left of the screen

o Click the Flag icon next to a user's name, or click the tab
at the top of the menu and select which user to report

o Click on the Type of Abuse drop-down menu to select the
inappropriate action

° Enter details in the Short Description box

o Click Submit to finalise

Reporting chat on the website

To report chat made by another user:

o Click the Gear icon in the upper-right corner of the

chat window

o (Click the three dots next to the user name and
select Report

°© Press the red Report button -
o Fill out the report form @

© Click the Report Abuse
button to submit
-

Blocking users in-game

o Click on [your username] in the upper-right corner

of the game screen

o Click the user on the Player List/Leaderboard

o Select Block User
You can also choose to Unblock them or
Report Abuse directly from this menu as well.

Blocked users are indicated by a circle with a line through it
next to their username.

Find your Roblox user history

Roblox logs the history of certain account activities which can
be viewed from their related sections:

o Create - Creations such as games, items, sounds and ads

© Messages - Private messages

o

Friends - Friends and Followers

o My Transactions - Purchases and trades

o

Chat & Party - From the bottom-right of the page, click
on any user to view chat history with them



How do I block & delete? To unblock a user: For Snaps, tap Contact Me and choose either: Where can | go for further support?

Blocking & deleting Friends o Tap your 3UR 4 OH atthe top of the Camera screen. Then, tap the © (YHU\RQH - This allows anyone to send you Snaps (even strangers)
Blocking someone means they will be prevented from sending you Gear icon and scroll downto $FFRXQW 3$EMItaR QV O WY HR@RRN \RXY W EHQGY DUH DEOH WR v HXHaBChat Rafsly Geste:  snapchat.com/safety
- ; : %ORFNHG <RX ZLOO VHH D OLVW RI 6QDSFKDWW \ H
Snaps and Chats and viewing your Stories. Deleting someone Tap the X 1o thei ‘ block th Stori ) S dch ither- Snanchat Supoort  support.snapchat.com
means they will no longer be on your Friends list, but they may sl ap the X next to their name to unblock them For Stories, tap View My Story and choose either: p pport: pport.snap .
see your Snaps and Stories. This depends on your privacy settings. o Depending on your privacy settings, you may need to re-add © (YHU\RQH - This allows anyone to view your Story (even strangers)  Latest changes on Snapchat blog: snapchat-blog.com
To block or delete a contact: each other as Friends to send each other Snaps and Chats n h
© 0\ )JULHQ®&WQO\ \RXU )ULHQGY DUH DEOH WR Y LbkZSaf@rkkente\(Biire:  saferinternet.org.uk
oInthe )ULHQ GV screen, tap and hold on . )
the username you want to block or delete - How can | stay in control? o & XV W RIoose which Friends can see your Stories Professionals Online Safety Helpline: saferinternet.org.uk/helpline Privacy & Safety Checklist
© Tap the Gear icon next to their name, Changing your privacy settings Note: To clear a conversation, tap your 3 U R 4 O H. Then tagear Report Harmful Content: reportharmfulcontent.com
andtap 0ODQDJH )ULHQGVKLS By default, only Snapchatters you add to your Friends list can send icon DQ C|5 v E UROO RFOZHD W R:RQGH TapEhe/X e 16
. aname to clear the conversation . Report abuse or grooming to CEOP: ceop.police.uk
o Select % O R F N to prevent them sending you Snaps. P g 9 P-p
Snaps and Chats or viewing your Stories If someone who isn't your Friend tries to send you a Snap, you'll My Eyes Only Report child abuse images to IWF: iwf.org.uk
o Select 5SHPRYH ) Utoke@&e them UHFHLYH D QRWL4FDWLRQ WKDW WKH\ DGGHG \RRXFDXQZR R OHRYPFWXHAHM. WIR WWKHLV IROGHU ZLWKLQ \RXU OHPRULHV -W LV
from your Friends list Snap if you add them to your Friends list. - PIN-protected so that, even if your phone is Pick up a copy of this checklist along with other online safety
N . . stolen or your account hacked, no one can PDWHULDOV RQ WKH 6:*I/ 6WRUH VZJ5VWRUH FRP
o Tg block someone who isn t_ln your Friends list, open a chat To change who can send you Snaps and see your Stories: | access those Snaps without your PIN. -
with them by swiping on their name on the Chat screen. Tap =
WKH EXWWRQ LQ WKH WRS OHIW FRUQHU |[WR YoLFag youKHILRI4 © Bl RtleHoDed Gf the camera screen to acces -1 \RX YH QHYHU XVHG 0\ (\HY 2QO\ EHIRUH N
select % ORFN \RXU SUR40H 7 @eﬂch D 318\1“)'1 Ih’ght corner of you will need to do a quick setup to choose SWGfL >
the screen and scroll down to the Who Can section your passcode. safe secure, Online
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